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DNS (Domain Name System)
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DMARC (Domain-based Message Authentication, Reporting, and Conformance)
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Return-Path: | G g mail.com

Authentication-Results: spf=softfail (sender IP is 133.42.52.25)

smtp.mailfrom=gmail.com; dkim=fail (signature did not verify)

header.d=gmail.com;dmarc=fail action=none header.from=gmail.com;

Received-SPF: SoftFail (protection.outlook.com: domain of transitioning gmail.com discourages use of 133.42.52.25 as
permitted sender)

Received: from mgate.wakayama-u.ac.jp (133.42.52.25) by _mail.protection.outlook.com (_)
(FREE)

Received: by | coogle.com for fujimoto@center.wakayama-u.ac.jp

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=gmail.com; s=20230601; t=1705951202; x=1706556002; darn=center.wakayama-u.ac.jp;
h=subject:from:mime-version:date: message-id:from:to:cc:subject:date: message-id:reply-to;
bh=BFE%H;
b=Xwvtz—=0D/\w=1

Received: from . 0. by smtp.gmail.com

Date: Mon, 22 Jan 2024 11:20:01 -0800 (PST)

Content-Type: multipart/alternative; boundary="===============0523238906680888514=="
From: @gmail.com

Subject: Call for Papers and Contributions | IEEE GEM 2024

FEREFADKBRA =)L T ALY [IRDDITFENTEXA—ILDON\YVIEFTT.
o fAlEY, EKZA—)LIBRNENTWBIHNZEZEZX THTLIZELN.
« nslookupZFHUL\T, SPF, DKIM, DMARCOL d— RHMEBUETE AN U THTLIZEL)
« Windows®DIY> RIJO>T b UL BHBRIEDenshul TEITTCEDREBNVET




	スライド 1: 情報セキュリティ基礎
	スライド 2: 今回の目標
	スライド 3: 攻撃者が狙うポイント
	スライド 4: DNS (Domain Name System)
	スライド 5: DNSキャッシュポイズニング
	スライド 6: 名前解決に関わる設定ファイル(第２回より再掲・改変)
	スライド 7: 電子メールの通信の流れ
	スライド 8: 電子メールにおける脆弱性
	スライド 9: DNSSEC
	スライド 10: DMARC (Domain-based Message Authentication, Reporting, and Conformance) 
	スライド 11: 演習：メールのヘッダ情報を読み解く

